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In the heart of Southern California, the Rincon Band of Luiseño Indians has thrived 
for generations, preserving their rich culture and heritage. In today’s digital age, 
this cultural legacy faces unprecedented challenges, especially from rising cyber 
threats. Recognizing the urgent need to protect their community and sensitive 
information, the tribe chose to adopt a Zero Trust security policy - a commitment 
not only to safeguard their culture and heritage but also to unlock new possibilities 
for growth and collaboration. 

The Need for Protection 

For the Rincon band, their cultural identity is more than 
a history; it’s the foundation of their existence. From 
sacred sites to community gatherings, every aspect 
of their life is grounded in their heritage. Yet, with 
increasing incidents of cyberattacks on tribal nations, 
the risks to their data and infrastructure were high. 
The tribe understood that protecting their culture also 
meant securing their access to critical systems 
and information. 

Joshua Keliikoa, a key leader in this initiative and Public 
Safety Manager for the Rincon band, articulated their 
vision: “To preserve our culture, we must first secure 
our community. We need a system that ensures only 
those who are authorized can access our resources, 
reinforcing our sovereignty and safety. But it’s not just 
about protection; it’s about unlocking the potential for 
collaboration and growth between our nation’s bands 
and tribes.” 

Embracing Zero Trust 

With this vision in mind, the Rincon band took a decisive 
step toward implementing a Zero Trust policy, meaning 
that no one inside or outside the organization is trusted 
by default. Every access request is verified, ensuring 
that only legitimate users gain entry to sensitive areas 
and data.

This philosophy resonated deeply with the tribe’s 
commitment to maintaining their cultural integrity. 
By adopting Zero Trust, they could mitigate the risks 
associated with unauthorized access and cyber threats, 
protecting not just their physical sites but the very 
essence of their community. Moreover, this security 
framework would pave the way for greater collaboration 
with other tribal nations and federal agencies, 
enhancing their ability to work together on shared goals. 



A Trusted Partner 

To realize this vision, the Rincon band partnered with 
Gallagher Security, known for its robust security 
solutions and commitment to customer support. 
Gallagher’s technology provides secured and fast 
encryption reading, essential for ensuring that access 
control is both efficient and secure. 

Gallagher Command Centre enables real-time 
monitoring and management of access requests. 
This system not only verifies the identity of individuals 
seeking access but also allows the tribe to maintain 
detailed records, ensuring that every entry is accounted 
for. “Gallagher is a customer-based solution, versus 
having to go to multiple third-party vendors to get the 
security you need,” Joshua says. 

Cultural Resilience and Unlocking Potential 

By securing their physical and digital environments, 
the tribe can protect their sacred spaces and cultural 
heritage. This proactive approach fosters a sense of 
empowerment within the community, reinforcing the 
notion that their culture is safeguarded. 

Furthermore, by adopting these security measures, 
the tribe opens doors to new opportunities. 
Enhanced security enables them to engage in 
collaborative projects with other tribes and government 
entities, facilitating knowledge sharing and resource 
access. With the right security in place, the Rincon band 
can unlock possibilities for partnerships and initiatives 
that benefit the community and preserve their culture. 

A Model for Other Tribal Nations 

The Rincon band’s journey toward a Zero Trust policy 
serves as a powerful example for other tribal nations. 
By prioritizing the protection of their culture and 
heritage, they are demonstrating how security and 
identity can coexist. Joshua explains, “We want to 
help other tribes recognize the importance of these 
measures. Together, we can create a stronger network 
of security for all tribal nations, unlocking a future filled 
with collaborative potential.” 

Joshua Keliikoa, Public Safety Manager, Rincon band

Gallagher is a customer-based solution, versus having to go 

to multiple third-party vendors to get the security you need.
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