
Safeguarding critical 
infrastructure
Utilities Security Solutions



Secure site access

Rapid evacuation and lockdown

Visitor management

Optimize facility use

Simplify administration

Business efficiency and cost savings

Future-proof for growth

Protect assets and data

Reduce cyber risk

Threat management

Intelligent alarm monitoring

Meet compliance and 
competencies

Check competencies

Meet regulations

Ensure compliance

Keep people safe

2



Keep people safe

Gallagher’s industry-leading integrated security solutions provide complete site control from one 

central management platform to keep your people safe, ensure the safety of the public, 

and much more.

Secure site access

Ensure people only have access to areas they are 
qualified to be in, and effectively manage compliance 
with your organizational policies and government 
regulations. 

• Ensure your duty of care is met by keeping the public, 
staff, and contractors safe.

• Configure competency warnings to display important 
reminders and notifications to staff when they present 
their credentials at a reader, avoiding potential 
downtime and saving costs. 

• Protect staff with a robust perimeter security system 
by keeping thieves and vandals off site.

• Check personnel at the door to make sure they are 
capable, qualified, and compliant with a wide range of 
standards and regulations. 

Rapid evacuation and lockdown

Gallagher Command Centre helps you respond swiftly 
and accurately during emergency situations such as fire, 
natural disaster, or terrorism. 

• Secure site quickly and simply with the push of a 
button to notify staff, contractors, and visitors when 
an incident occurs.

• Identify, locate and respond to potential risks and 
unauthorized intrusions in a timely manner, even on 
disparate sites in remote locations.

• Notify people of changing threat levels using building 
intercom systems and Broadcast Notifications to 
mobile phones and email. Send instructions and 
updates to staff, with different messages based on 
where they are on site.

• Remain aware of your staff and visitor locations in 
real-time using Tag Boards and Mobile Evacuation.
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Protect assets and data

Ensure operational continuity and avoid significant costs associated with loss of supply by protecting 

your site’s assets from theft and damage

Protect assets

Gallagher’s intelligent access control and perimeter 
solutions provide management and protection for 
valuable assets and resources on your site.

• Control access to restricted areas with valuable 
assets such as: telecommunication towers, electricity 
transmission equipment, water/wastewater systems, 
and fuel facilities.

• Perimeter guard patrols can be reduced or redeployed 
to areas of greater need.

• Supervise access to restricted areas with intelligent 
alarm monitoring and advanced site map functionality.

• Use zone counting to monitor the number of people in 
an area on site.

• Deter, detect and respond to unauthorized entry on 
site with our perimeter detection solutions. 

Reduce cyber risk

At Gallagher, our solutions are designed from inception 
to be as cyber secure as possible. We continuously 
evolve our solutions to meet the changing threat at a 
software and physical level, building in robust cyber 
security at every stage.

• Reduce cyber security risks through Gallagher’s end-
to-end encryption and user authentication.

• Identify potential vulnerabilities within your system 
using Gallagher’s Security Health Check, allowing 
you to proactively manage and respond to new and 
evolving security risks.

• Implement regular software and hardware updates 
across all devices to stay current with cyber threats 
and effectively manage obsolescence. 

• Receive expert configuration advice to deploy the 
system in a secure environment, and a Gallagher 
hardening guide to further strengthen each 
component. 

• Gallagher carries out internal and external penetration 
testing during development to identify vulnerabilities 
before updates or new solutions are released.
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The Gallagher system offers a huge range of safety features. The most 

critical one for us, is how quickly it allows us to respond to an evacuation. 

Having a quick and easy process makes all the difference.

Lee Paterson, Technical Lead Contact Energy
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Optimize facility use

Gallagher Command Centre allows you to efficiently manage multiple sites and buildings, each with 

different requirements, from one centralized system. Gallagher solutions optimize facility use and 

reduce unnecessary overheads by improving facility management and energy consumption.

Business efficiency and cost savings

Gallagher’s integrated security solutions allow you to 
manage site security, control building management 
systems, and increase system efficiency – reducing 
operational and training costs, energy use, and 
utility costs. 

• Avoid significant costs associated with business 
interruption through security breaches, theft 
and vandalism.

• Avoid heavy fines associated with failing to deliver 
upon agreed service levels with customers. 

• Remote monitoring of multiple sites from a single 
platform allows business owners to be in full control of 
their security solution (perimeter and access control), 
controlling downtime while significantly reducing 
theft, vandalism, and damage.

• Improve staff efficiency with less time spent 
responding to false alarms.

• Save money and minimize human error by reducing the 
need for guard patrols.

• Reduce administration time with easily customized, 
accurate and timely reporting

• Remove the need for manual perimeter inspections 
using perimeter status reporting

Future-proof for growth

Implement a comprehensive yet flexible security 
solution with the ability to easily scale the solution, while 
remaining centrally managed.

• Highly flexible and scalable solution allows for future 
expansions and upgrades on site. 

• Ability to integrate with human resource management 
systems makes it easier to manage two systems 
during a migration process.

• Reduce costs during upgrades with the flexibility to 
use existing cabling infrastructure.
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Meet compliance and competencies

Implement, enforce, and report on business policies and processes at every point using physical 

security infrastructure and Command Centre.

Ensure compliance and manage 
competencies

Gallagher Command Centre effectively ensures 
cardholders are meeting a wide range of organizational 
policies and government regulations, such as 
First Aid certifications, Electrical Licenses or 
insurance documents.

• Integrated access control in highly secure areas where 
HR and SMS data automatically check competencies 
and enforce compliance with regulations and 
standards.

• Real-time audit trail provides prompt and reliable 
decision-making information.

• Use random cardholder selection to check 
competencies and licensing, as well as drug and 
alcohol testing.

• Monitor inductions, licenses, training, and 
qualifications to only allow people access to areas 
they are sufficiently qualified to be in.
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https://www.linkedin.com/showcase/gallagher-security/
https://twitter.com/GallagherSecure
https://www.youtube.com/channel/UCEX8J2LqLyyKfu77WJaOEbg
https://www.facebook.com/Gallaghersecure

